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@ ciice ) @ Hish P2 (@ Vedium (P3) Low (P4)

1. awsamvasmaihsziungnisalieanaiunisleiuas (Security Incident)

s =

1.1, wanslnsedelszandun 1 NUATUS - 28 NUAWUS 2569n57anuLrNIsalidfgyfReseazideasie
ludl
T5ane1una JuIUUANTl Low
Tsaneguratiuen 2 0 0 2 0
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2. wnsaldeanaiunisleivasinuiaula
2.1. ATIINUUANIIAINIL Endpoint Detection and Response (EDR) lanuwinnisaiiaund

2.2. ATIVWUUANIAINIU Next-generationAntivirus (NGAV) wu 1L19n150lasil
AYANAINAINNITATIATUNIUTLUUNext-generation(NGAV)

0 02 04 0.6 0.8 1 1.2
@ ciical 1) @ Hish P2 (@ Vedium (P3) Low (P4)
2.2.1. Offline 977U 1 winn13al
Private IP Address Mac Address Host Name Response Time Action Priority
2026-02-09 ) Medium
192.168.40.25 00:0c:29:b6:88:fc DESKTOP-921DQPG Detection
21:00:37 (P3)

De

2.3. ﬁi?«’x]WUva;ﬂ'ﬁmjshuSecurity Information and Event Management (SIEM) wu 1 L‘Viﬁgﬂ’liﬂj el
AYANAINAINNIIATIITUNIY Security Information and Event Management (SIEM)

Log Stop

0 0.2 0.4 0.6 0.8 1 1.2

@ ciical 1) @ Hish P2 (@ Vedium (P3) Low (P4)

2.3.1.Log Stop 31U3U 1 Wign13al

Private IP Host Name Category Response Time Priority

vCenter Latest Event:
192.168.60.8 localhost.localdomain 20:15:54, Mon, Feb 09 2026-02-10 21:00:24 Medium (P3)
2026

2.4. asranunsiden Port Mhildsuaygn Linuwinnisaliinung

Port
(l@sunnstuduannlsananuiandn)
1 - 203.157.226.196 -

No VM Name Public IP

< o waa a £ a o & a o o
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No VM Name Public IP o o o port v
dﬂiUﬂﬂiﬂuﬂu%ﬂdeWSﬂUﬂauﬁ?)

2 - 203.157.226.198 -

3 - 203.157.226.194 -

4 - 203.157.226.195 -

5 - 203.157.226.197 -

6 - 1.20.137.209 10443

7 - 203.157.226.192 -

8 - 203.157.226.193 80,443

vanew: sdunsiewziedosgunsalimalsmeiuiaudasingu Tne Port AidssnsTanlawdtagiiuldun21, 22, 23 , 80, 445, 1433,
1434, 3306, 3389, 5432, 5900

2.5. asranunisiden Backup Mlisinmsdulnanlng Linumnnisaliaun

VM Name Report On | swaulvdiiduia | dwoulvdilidida | aauznisdrsesdaya
DESKTOP-0UK
2026-02-01 1 0 SUCCESS
EG02
DESKTOP-QUK
2026-02-02 1 0 SUCCESS
EGO2
DESKTOP-QUK
2026-02-03 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-04 1 0 SUCCESS
EG02
DESKTOP-0UK
2026-02-05 1 0 SUCCESS
EG02
DESKTOP-QUK
2026-02-06 1 0 SUCCESS
EGO2
DESKTOP-QUK
2026-02-07 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-08 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-09 1 0 SUCCESS
EG02
DESKTOP-QUK
2026-02-10 1 0 SUCCESS
EGO2
DESKTOP-QUK
2026-02-11 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-12 1 0 SUCCESS
EG02
DESKTOP-0UK
2026-02-17 1 0 SUCCESS
EG02
DESKTOP-QUK
2026-02-18 1 0 SUCCESS
EGO2
DESKTOP-QUK 2026-02-19 1 0 SUCCESS
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VM Name Report On | $waulwdiidnda | swoulvdilidiia | aouznisdrsesdona
EGO2
DESKTOP-0UK
2026-02-20 1 0 SUCCESS
EG02
DESKTOP-0UK
2026-02-21 1 0 SUCCESS
EG02
DESKTOP-OUK
2026-02-22 1 0 SUCCESS
EGO2
DESKTOP-QUK
2026-02-23 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-24 1 0 SUCCESS
EG02
DESKTOP-0UK
2026-02-25 1 0 SUCCESS
EG02
DESKTOP-OUK
2026-02-26 1 0 SUCCESS
EGO2
DESKTOP-QUK
2026-02-27 1 0 SUCCESS
EGO2
DESKTOP-0UK
2026-02-28 1 0 SUCCESS
EG02

WN"IEIW]Q
o«
Success: @139
Fail: laidi5a
Not installed: lallasinsfnsa

2.6. n529WUMSsl¥aIu Multi-Factor Authentication (2FA) Linuwinnisaliauni

2.7. a579WuMsldaru Web Application Firewall (WAF) liiwutvianisaidauni
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2.8. $189UN5IPIIUTTUU Multi-Factor Authentication (2FA)

2.8.1. Success Rate
Success Rate

0.0% .

L 100.0%

2.8.2. Duo Authentication
Duo Authentication

q
3
2
| I I
0
01-31 02-06 02-12 02-18 02-24 02-2¢
2026 2026 2026 2026 2026 2026

- Granted access - Denied access

2.8.3. Authentication Methods
Authentication Methods

Duo Push 19 (100.0%)

2.8.4. Top 10 Server
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Top Server

28858 BAN KHA-Terminal(19

2168.50.10)  10(52.6%)

28858 BAN KHA-Gateway DAT

ACENTER(192.168.40.108) > (15:8%)

28858 BAN KHA-INV(192.168

20.103) 3 (158%)

28858 BAN KHA-HYGGE(192.1

68.40.25)  2(105%)
28858 BAN KHA-SERVER HOSx 1(5.3%)
P4-SLAVE(192.168.20.12) =7

0 3 6 9 12 15 18 19

2.8.5. Authentication Methods Usage
Authentication Method Usage

02-01 02-06 02-12 02-18 02-24 02-2¢
2026 2026 2026 2026 2026 2026

~()~ Duo Push
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2.9. 57991uUn511¥9U Web Application Firewall (WAF)

Tsanguna Domain
Tssng1uIatIun bkhosp.moph.go.th
2.9.1. Server Firewall Events
Total Log block Skip
0 0 0 0
Server Firewall event
1
08
0.6
04
0.2
0
02-01 02-06 02-12 02-18 02-24 02-2¢
2026 2026 2026 2026 2026 2026
log ()~ skip block
2.9.2. Top 10 event by source
2.9.2.1.Source IP Address: linudaya
2.9.2.2.User Agent: linudaya
2.9.2.3. Paths: linudaya
2.9.2.4. Countries: linudaya
2.9.2.5.Host: linudaya
2.9.2.6.Source ASNs: linudaya
AUAYAYS pumszseyeRavas we. 2539 Taeusn B3 el lnda S
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3. WUAANTAINATIINUYTEIIIUN 1 NUATWUS - 28 NUAWUS 2569
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¢ o v a o ¢ o ¢
wAnsalUsEanTun 1 nuantius - 28 nuawus 2569
F1u9u Ticket wgmsaimsluuafiinsanulaeszuu

100% 100%
1.2 o O 100%
1
80%
0.8
60%
0.6
40%
0.4
20%
0.2
0 . L 0%
Log Stop Offline

- Critical (P1) - High (P2) - Medium (P3) Low (P4) -O— MTTR
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saa

v
[

agﬂﬁﬁuquqﬂnﬁmmﬂm
31u9UgUN50l#iAAAS Endpoint Detection and Response (EDR)IMUU 5 1A584
Host Last
No. Hostname OS Version Private IP Mac Address
Status Active
192.168.40. 52-54-00-80- 2026-02-28
1 BMS-Restore CentOS 8.5 online
3 91-bb 23:40:00
192.168.30. 52-54-00-6b- 2026-02-28
2 SGHT725TPAlsrv CentOS 7.9 online
60 c0-38 23:29:00
192.168.20. 52-54-00- 2026-02-28
3 HOSxP-Salve Almalinux 8.10 online
12 5¢-77-bc 23:46:00
192.168.20. bc-24-11-d5- 2026-02-28
4 HOSxP-Master Almalinux 9.5 online
11 15-ad 23:45:00
192.168.20. 52-54-00-27- 2026-02-28
5 InvServer CentOS 7.5 online
103 48-9a 23:24:00
$1urugunaniiiings 52U Next-generation Antivirus(NGAV)S1uau 61A304
Mac Host
No. Hostname OS Version Type Private IP Last Active
Address Status
DESKTOP-921D 192.168.40. | 00-0c-29-b6- 2026-02-28
1 Windows 10 | Server online
QPG 25 88-fc 11:49:00
DESKTOP-65S03 192.168.50. | d0-50-99-9a- 2026-02-28
2 Windows 10 | Server online
RER 10 ad-96 11:47:00
DESKTOP-0P9P 192.168.40. | 50-3e-aa-08- 2026-02-28
3 Windows 11 | Server online
F6V 108 6d-07 11:45:00
192.168.40. 52-54-00- 2026-02-28
4 BMS-Restore CentOS 7.9 Server online
102 bc-37-03 11:31:00
DESKTOP- 192.168.40. 06-fe-fd-03- 2026-02-28
5 Windows 10 | Server online
IBEF7R3 q Tb-cb 11:40:00
WIN- Windows 192.168.30. | b8-cb-29-b3- 2026-02-28
6 Server online
K85VATD6JRL Server 2019 15 de-68 11:15:00
5ﬂu1uqﬂniﬂﬁaﬂéf\1 Security Information and Event Management (SIEM) 31171 5 1A384
Event
No. Hostname Category Private IP Last Active
Status
1 localhost.localdomain VMware vCenter 192.168.60.8 SUCCESS 2026-02-28

a
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Event
No. Hostname Category Private IP Last Active
Status
23:00:00
2026-02-28
2 hosxp Generic Unix 192.168.60.10 | WARNING
23:00:00
. ) 2026-02-28
3 paperless Generic Unix 192.168.60.7 WARNING
23:00:00
2026-02-28
a4 HOSxP-Master Generic Unix 192.168.20.11 WARNING
23:00:00
2026-02-28
5 Bankhahos-FortiGate-40F Fortinet FortiOS 192.168.50.1 SUCCESS
23:00:00
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